Advisory 2007-3B

Spy-Ops Advisory

THE FBI IS INVESTIGATION MULTIPLE TERRORISTIC
BOMB THREATS MADE IN A DOZEN STATES.

Security Risk Level

1=low — 5 = high

Evacuation Zone

Small Package (under 20 Ibs)

1,250 ft or 350 meters

Car Evacuation Zone

1,750 ft or 390 Meters
SUV Evacuation Zone
2,750 ft or 840 Meters

Truck Evacuation Zone

3,750 ft. or 1500 Meters

ATF Recommendations
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Advisory

Banks, grocers and discount stores across the country have been targeted by a
caller who threatens to blow up shoppers and workers with a bomb if employees
fail to wire money to an account overseas. The callers also have insinuated that
they have hacked into store security cameras to monitor their hostages. There
have been over a dozen threats from California to Virginia and Maine to Florida.
Four threats occurred on Friday morning forcing the evacuations of stores in
northeastern Ohio. The FBI is looking into whether the calls to the banks and
stores were being placed from outside the country. The investigation continues.

Every business should have procedures in place that cover what to do in case
of a bomb threat. Any threat should be taken seriously and businesses should
be prepared to suspend regular work hours and procedures as necessary to
ensure the safety of employees, customers and other innocent bystanders.

In the event you receive a threatening phone call it is important you stay calm
and get as much information as you can without irritating the caller.

If you receive a threatening phone call:
1. Listen carefully & look at the caller I.D.
2. Write everything down (use attached template)
3. Listen for background noise.
4. Listen to the voices, tone or accent
5. Call 911

If you see a suspicious looking box, package, object, or container in or near
your work area, it may be a bomb or explosive material. Don’'t be a hero—do

the following:
9 Two most common remote detona-

If you see a suspicious package: tion devices are the cell phone and
1. Stop — DO NOT TOUCH IT the remote garage door opener.
2. Isolate/Evacuate the area .

3. Call 911
4. Activate your emergency response plan

NOTE: Please refer to the Spy-Ops training briefs on Improvised Explosives and Bombs
and Explosives for additional detail.
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Bomb Threat Reporting Template

Questions to ask:

1. When is bomb going to explode?

2. Where is it right now?

3. What does it look like?

4. What kind of bomb is it?

5. What will cause it to explode?

6. Did you place the bomb?

7. Why are you doing this?
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Caller’s Voice:

[l Calm [l Nasal

CAngry [ Stutter

[ Excited O Lisp

[ Slow [1 Raspy/Harsh
[ Rapid [0 Deep

[ Soft (1 Schrill

[JLoud [ Clearing throat
[J Laughter [ Heavy breathing
] Crying [ Cracking voice
[ Normal [ Disguised

[ Slurred [ Familiar

[ Distinct [l Accent

If voice is familiar, whom did it sound like?
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8. What is your address?

9. What is your name?

Remarks:

Background Sounds:

Language: 0O Well Spoken
O Incoherent
0 Message Read
O Irrational
O Cursing
Caller: OMale OFemale 0OAdult 0OChild
Call Time Start: Call Time End
Caller ID received:
Call Reported to:
Time: Date: / /

Signed:
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