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Cyber Warfare

Curriculum

1. Corporate Espionage

2. Digital Spying

3. Electronic Bugging

4. Intelligence Technology

5. Directed Energy Weap-
ons

6. Digital Footprints

7.  Scenario Based Intelli-
gence Analysis

8. Social Engineering

9. Computer Crime

10. Information Warfare

11. Computer Hacking

12. UnRestricted Warfare

13. Critical Infrastructure
Protection

14. Technology Warfare

15. Cyber Terrorism

16. Transient Electro-

Magnetic Devices

Program Objectives:

¢

Understand the strategic
nature of cyber warfare.

Understand the threat of
cyber terrorism and cyber
warfare.

Understand the current
state of defensive cyber
warfare capabilities.

Understand the current
state of cyber weapons.

Program Overview

Business, governments, industry and society have all
become addicted to computers. With our heavy reli-
ance on computer systems, they have become a pri-
mary military target as well as a prime target for ter- g
rorist attacks. The world realized in the late spring of H
2007 that we had entered a new age of conflict when
the country of Estonia experienced the first cyber
war. The Estonia attack was unprecedented in size and scope and should alarm every
nation around the world. Offensive cyber weapons have been developed by multiple
countries that could create havoc and inflict significant damage to our information
infrastructure.

FACT: The first cyber war took
place in April and May of 2007.
Estonia was attacked disrupting
government services as well as
credit and debit card transactions.
The attack lasted nearly 3 weeks.

Cyber arms have become easier to obtain, eas-
ier to use, and much more powerful. These
weapons are a fraction of the cost of traditional
weapons such as a tank or fighter jet. There-
fore, state or group-sponsored attacks against
information systems using computer viruses and other techniques should be consid-
ered an act of war. As such, governments must be proactive and establish parame-
ters, definitions and regulations around cyber war. The Spy-Ops’ Cyber Warfare
Certificate Program provides you the fundamental knowledge you need in the age of
cyber warfare.

Prepare yourself for the rapid advancement of your professional career by taking this
program. It is designed for professionals who want to stay up-to-date on the latest in

computer and information security.
The program is delivered on CD or
electronically, and includes sixteen
modules that take approximately 26
hours to complete. Once you pass
all sixteen exams, you will receive a
Certificate in Cyber Warfare.

“l saw a presentation with your materials in

Toronto yesterday, and | wanted to tell you

what a great product you have and how

much |, as a professional, need the infor-
mation you provided on cyber warfare.”

Terry K.

Information Security Consultant

The world has become addicted to =~ CONTACT
computers and information Spy-Ops
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prime target for attacks.
Order Now!
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Quote

"Scenario-Based Intelli-
gence Analysis (SBIA) is a
force-multiplier, value-
added intelligence concept
that can yield returns for the
decision maker. Not only
can SBIA help reduce ambi-
guity that often plagues in-
telligence analysis, it also
answers the “So What?” of
information collected. In the
analytical world, this is
where the rubber meets the
road.”

David Jimenez, Faculty
American Military University
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Specialty CD Order Form

Please Print Clearly

Submit order to:

Spy-Ops

4017 Washington Rd.
Mail Stop #348

McMurray, PA 15317 USA

P 888-650-0800

F 412-291-1193

I www.Spy-Ops.com

E Orders@spy-Ops.com

Name:

Address:

City: State:

Country: Postal Code:

Phone: Fax:

eMail:

Occupation:

Quantity Title Price
CD-1 Counter-Terrorism @ $99.95 USD
CD-2 Corporate Crime @ $99.95 USD
CD-3 Industrial Safety & Security @ $99.95 USD
CD-4 Personal Protection for Elected Officials @ $99.95 USD
CD-5 Personal Protection for Executives @ $99.95 USD
CD-6 Advanced Security Services @ $99.95 USD
CD-7 Private Investigation Services @ $99.95 USD
CD-8 Executive Protection Services @ $99.95 USD
CD-9 Personal Protection @ $99.95 USD
CD-10 Educator Threat Awareness @ $99.95 USD
CD-11 Money Laundering @ $59.95 USD
CD-12 UnRestricted Warfare @ $159.95 USD
CD-13 Tradecraft @ $29.95 USD
CD-14 Computer & Information Security @ $99.95 USD
CD-15 Mortgage Fraud @ $39.95 USD
CD-16 Terrorism—CBRNE @ $99.95 USD
CD-17 Enterprise Risk Management @ $99.95 USD
CD-18 Cyber Warfare @ $119.95 USD

TOTAL CD’s Ordered: Total Price

Please complete Order Form and mail in with payment. We accept checks, money orders, or
PayPal. Alternatively you may fax in the form and we will invoice you.
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